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1 Overview 

 A Background 
 

Homeland Security Presidential Directive 12 (HSPD-12) established a government-wide 
requirement for agencies to implement and maintain a standard, secure, and reliable 
employee identification process for all Federal employees and contractors that have access to 
FSA’s IT systems.  By issuing identification badges known as a LincPass, USDA is fulfilling 
the requirements of HSPD-12.   
 
In response to the recognized importance of accountability within the LincPass program, 
FSA developed the following procedures for employees and contractors to follow about 
LincPass protection and security.  The procedures were issued in Notice AO-1450 that is 
now obsolete.  This notice provides restated standards for acceptable control, use, care, and 
reporting requirements for lost, stolen, and/or damaged LincPasses (including Site Badges), 
and management’s responsibilities for implementing and administering the provisions of 
LincPass. 

 
B Purpose 
 

This notice provides the following procedures: 
  
 minimizing the potential for lost, stolen, and/or damaged LincPasses 
 reporting lost, stolen and/or damaged LincPasses/Site Badges on FSA-1065 (Exhibit 1) 
 removing privileges associated with the LincPass program 
 reducing the potential for criminal acts against FSA personnel, facilities, and IT systems. 
 
 
 

 
 
 
Disposal Date 
 
October 1, 2011 

Distribution 
 
All FSA employees; State Offices relay to County 
Offices 
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Notice AO-1481 



Notice AO-1481 
 
2 LincPass Accountability and Use 
 

A Accountability 
 
The LincPass, although issued to FSA employees and contractors (custodians), is considered 
the property of the U.S. Government and is categorized as accountable personal Government 
property.  As such, custodians must ensure that the LincPass is adequately protected and 
cared for at all times.  Custodians may be held financially liable for the loss of, theft of, 
damage to, or compromise of the LincPass if found negligent in its use, care, or protection.   
 

B Use 
 

The LincPass will be used for Logical Access Control Systems (LACS) to allow custodian 
access to computer systems (through card readers) and Physical Access Control Systems 
(PACS) to allow entry into secure Federal facilities.  The loss or malfunction of the LincPass 
may result in lost time because of the inability to perform required job functions.   

 
3 LincPass Protection 
 

A FSA Employees and Contractors 
 

All custodians with a LincPass shall: 
 
 protect their LincPass at all times by treating it as valuable personal property and ensure 

that their Personal Identification Numbers (PIN) are kept safe, secure, and not disclosed  
 
 never leave the LincPass unattended in an unsecure environment such as public places, 

dry cleaners, in checked baggage while on travel, unlocked vehicles, or on your person 
while not in or on a Federal facility or campus requiring the display of Federal 
identification  

 
 not write on, deface or scratch, punch holes in, replicate, loan out, store in places that are 

subject to excessive heat or moisture, or allow strong magnetic fields next to their 
LincPass 

 
 accurately represent themselves in all communications with the LincPass/PIN issuing 

authorities, to include sponsor and authorizing, enrollment, and issuance officials 
 

 notify their immediate supervisor, or next in line if their supervisor is not available, of the 
loss, theft, or compromise of the valid LincPass and/or disclosure of the associated PIN, 
complete FSA-1065, Part A, and forward to their immediate supervisor, FSA State 
HSPD-12 sponsor, or FSA HSPD-12 Security Officer, as appropriate  

 
 upon termination of employment with USDA or upon demand by a registered authority, 

surrender LincPass to their supervisor or designee. 
 

Note:  These procedures also cover the safeguards required for Site Badges. 
 

11-12-10       Page 2 



Notice AO-1481 
 

3 LincPass Protection (Continued) 
 

B Headquarters Level Supervisors Responsibilities 
 

Headquarters supervisors shall immediately notify an FSA HSPD-12 Security Officer of the 
loss, theft, or compromise of the issued LincPass/Site Badge and/or disclosure of the 
associated PIN when informed by their staff member(s) and forward completed FSA-1065 to 
an FSA HSPD-12 Security Officer, as appropriate. 

 
C State and County Office Level Supervisors LincPass Security Responsibilities 
 

Supervisors shall: 
 
 immediately notify their FSA State HSPD-12 sponsor of the loss, theft, or compromise of 

the issued LincPass and/or disclosure of the associated PIN by their staff member(s) 
 

Note: If the FSA State HSPD-12 sponsor is unavailable, supervisors shall contact an 
FSA HSPD-12 Security Officer according to subparagraph 3 E. 

 
 ensure that FSA-1065, Part A is completed by employees/contractors and is forwarded to 

the FSA State HSPD-12 sponsor when informed of a compromised LincPass. 
 
D FSA State HSPD-12 Sponsor Responsibilities 
 

FSA State HSPD-12 sponsors shall: 
 
 review the circumstances of each report of unserviceable, lost, stolen, damaged, or 

compromised LincPass and determine whether there was negligence involved and to 
what degree of negligence, if appropriate 

 
 manage employees’ “LincPass status”, investigate incidents, and resolve any 

discrepancies 
 
 complete FSA-1065, Part B and FAX to the Emergency Preparedness Division (EPD) at 

202-205-0014 
 

Note: Part B may be completed by FSA HSPD-12 Security Officer or FSA State 
HSPD-12 Sponsor. 

 
 coordinate with an FSA HSPD-12 Security Officer to ensure that the affected LincPass 

has been changed to terminated or suspended status and that unserviceable, damaged, or 
compromised LincPasses have been destroyed 

 
 coordinate with an FSA HSPD-12 Security Officer to obtain replacement LincPass for 

the affected employee/contractor 
 

 maintain file copies of all submitted FSA-1065’s. 
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Notice AO-1481 
 

3 LincPass Protection (Continued) 
 

D Other LincPass Security Responsibilities 
 
The following are examples of other events that require actions to maintain the security of 
the LincPass/Site Badge after the LincPass/Site Badge has been delivered to the employee 
and activated. 

 
 
IF LincPass cardholder… 

THEN LincPass must be returned to 
the supervisor upon departure for… 

retires, resigns, or is removed from employment destruction. 
changes agencies outside USDA 
changes from contractor to USDA employee destruction and reissuance. 
changes from a USDA County Office employee to 
USDA Federal employee 
 
Note: When changing from County Office to 

Federal, the personnel system will 
automatically terminate the LincPass. 

changes names (i.e. marriage, divorce) 
change within USDA (FSA to NRCS, FSA to 
APHIS, etc.), contact the receiving agency 
HSPD-12 sponsor for instructions. 

 

 
Important: An FSA HSPD-12 Security Officer must be notified immediately and will 

terminate user in LACS and PACS and destroy LincPass for cases that require 
LincPass destruction. 

 
Destruction of a LincPass must be completed through shredding.  If this action 
cannot be completed by the supervisor, then the LincPass must be sent by 
FedEx to an FSA HSPD-12 Security Office for proper destruction.  Contact 
the appropriate EPD staff member according to paragraph 4 to obtain the 
mailing address. 
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Notice AO-1481 
 

3 LincPass Protection (Continued) 
 

E HSPD-12 Contacts 
 

Direct questions about this process to any of the following: 
 
 Jerry Epting, EPD, FSA HSPD-12 Role Administrator, by: 
 

 e-mail at jerry.epting@wdc.usda.gov 
 telephone at 202-720-7696 

 
 David Tidwell, EPD, FSA HSPD-12 Security Officer, by: 

 
 e-mail at david.tidwell@wdc.usda.gov 
 telephone at 202-720-4542 

 
 Josh Bornstein, EPD, FSA HSPD-12 Security Officer, by: 

 
 e-mail at josh.bornstein@wdc.usda.gov 
 telephone at 202-690-4770 

 
 Arthur Greene, EPD, FSA HSPD-12 Security Officer, by: 

 
 e-mail at arthur.greene@kcc.usda.gov 
 telephone at 816-926-1714. 
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        Notice AO-1481 Exhibit 1 
 
FSA-1065, Report of Loss, Stolen, or Damaged LincPass (Continued) 
 

A FSA-1065 Example 
 

The following is an example of FSA-1065. 
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        Notice AO-1481 Exhibit 1 
 
FSA-1065, Report of Loss, Stolen, or Damaged LincPass (Continued) 
 

B FSA-1065 Instructions  
 

Complete FSA-1065 according to the following. 
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